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Abstract The ultimate goal of ubiquitous computing is to provide users with the way of computing anytime and anywhere
A necessary condition and/or fundamental assumption to underlie ubiquitous computing is that there certainly are computing
(information) systems working anytime available anywhere throughout the physical world. This paper raises a completely
new technical issue in the age of ubiquitous computing: how to test and debug a persistently reactive system running
continuously? A persistently reactive system is a reactive system that can run continuously anytime without stopping its
service even then it had some trouble, it is being attacked, or it is being maintained or reconfigured. The maintenance,
upgrade, and reconfiguration of a persistently reactive system have to be performed during its continuous running. However,
almost all the existing testing and debugging technologies take programs of a system rather than the running system itself as
the objects and/or targets, and assume that any program can be executed repeatedly with various input data only for testing and
debugging without regard to stopping the task that program has to perform. In order to develop, use, and maintain
persistently reactive systems, we have to find a new way to test and debug a system running continuously and persistently.
This is a completely new challenge in software engineering.
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1. Introduction
A reactive system is a computing system that
maintains an ongoing interaction with its
environment, as opposed to computing some final
value on termination [12, 17]. Modern society is
more and more dependent on various reactive
systems such as computer operating systems,
computer networks, air traffic control systems,
train traffic control systems, nuclear reactor
control systems, various embedded and process
control systems, digital libraries, and web service
systems, and, of course, dependent on the
continuous, reliable, and secure functioning of the
systems. Since a breakdown of a large-scale
reactive system running world-wide may be
disastrous to our lives, how to design, develop,
and maintain highly reliable, highly secure, and
large-scale reactive systems has become a very
important issue in modern software engineering.
Obviously, it is very desirable, if possible, that
a reactive system with requirements of high
reliability and high security can run continuously
anytime without stopping its service even then it
had some trouble, it is being attacked, or it is
being maintained or reconfigured. In particular,
since defining requirements of a large-scale
reactive system formally and then specifying its
behavior formally are very difficult, a challenging
engineering problem is how to design, develop,
and maintain a large-scale reactive system such
that it not only satisfies initial requirements but
also adapts to new changes while running
continuously and persistently.
On the other hand, the Internet, which itself
can be regarded as a huge reactive system, and its
associated technologies have changed the way
reactive systems serve for users. Today, many
applications require a reactive system to respond
to its users ubiquitously. The ultimate goal of
ubiquitous computing is to provide users with the
way of computing anytime and anywhere [20].
Obviously, a necessary condition and/or
fundamental assumption to underlie ubiquitous
computing is that there certainly are computing
(information) systems working anytime available
anywhere throughout the physical world.
Therefore, ubiquitous computing must lead to
requiring reactive systems running continuously

and persistently.
However, the requirement that a reactive
system should run continuously and persistently is
not taken into account as an essential and/or
general requirement by traditional reactive
systems. From the viewpoints of ubiquitous
computing, the present author has proposed a new
type of reactive systems, named “persistently
reactive systems.” A persistently reactive system
is a reactive system that can run continuously
anytime without stopping its service even then it
had some trouble, it is being attacked, or it is
being maintained or reconfigured.
The
maintenance, upgrade, and reconfiguration of a
persistently reactive system have to be performed
during its continuous running. However, almost
all the existing testing and debugging technologies
take programs of a system rather than the running
system itself as the objects and/or targets, and
assume that any program can be executed
repeatedly with various input data only for testing
and debugging without regard to stopping the task
that program has to perform. In order to develop,
use, and maintain persistently reactive systems,
we have to find a new way to test and debug a
system without stopping its running. This is a
completely
new
challenge
in
software
engineering.
2. Designing, Developing and
Persistently Reactive Systems

Maintaining

A good design, development, and maintenance
methodology for reactive systems must be based
on a deep recognition and understanding of the
intrinsic characteristics of the systems. The
present author has proposed the following general
principles in concurrent systems engineering [6,
7]:
The dependence principle in measuring,
monitoring, and controlling: “Any system cannot
control what it cannot measure and monitor.”
The wholeness principle of concurrent systems:
“The behavior of a concurrent system is not
simply the mechanical putting together of its parts
that act concurrently but a whole such that one
cannot find some way to resolve it into parts
mechanically and then simply compose the sum of

its parts as the same as its original behavior.”
The uncertainty principle in measuring and
monitoring concurrent systems: “The behavior of
an observer such as a run-time measurer or
monitor cannot be separated from what is being
observed.”
The self-measurement principle in designing,
developing, and maintaining concurrent systems:
“A large-scale, long-lived, and highly reliable
concurrent system should be constructed by some
function components and some (maybe only one)
permanent self-measuring components that act
concurrently with the function components,
measure and monitor the system itself according
to some requirements, and pass run-time
information about the system’s behavior to the
outside world of the system.”
Based on the above principles, the present
author considered that a persistently reactive
system can be constructed by a group of control
components including self-measuring, selfmonitoring, and self-controlling components with
general-purpose which are independent of systems,
a group of functional components to carry out
special takes of the system, some data/instruction
buffers, and some data/instruction buses. The
buses are used for connecting all components and
buffers such that all data/instructions are sent to
target components or buffers only through the
buses and there is no direct interaction which does
not invoke the buses between any two components
and buffers.
Conceptually, a soft system bus, SSB for short,
is simply a communication channel with the
facilities of data/instruction transmission and
preservation to connect components in a
component-based system. It may consist of
some data-instruction stations, which have the
facility of data/instruction preservation, connected
sequentially by transmission channels, both of
which are implemented in software techniques,
such that over the channels data/instructions can
flow among data-instruction stations, and a
component tapping to a data-instruction station
can send data/instructions to and receive
data/instructions from the data-instruction station
[9, 10].
An SSB-based system is a component-based

system consisting a group of control components
including self-measuring, self-monitoring, and
self-controlling components with general-purpose
which are independent of systems, and a group of
functional components to carry out special takes
of the system such that all components are
connected by one or more SSBs and there is no
direct interaction which does not invoke the SSBs
between any two components [9, 10].
The most intrinsic characteristic or most
important requirement of SSBs is that an SSB
must provide the facility of data/instruction
preservation such that when a component in a
system cannot work well temporarily all
data/instructions sent to the component should be
preserved in some data-instruction station(s) until
the component works well to get these
data/instructions. Therefore, other components
in the system should work continuously without
interruption, except those components that waiting
for receiving new data/instructions sent from the
component in question.
From the viewpoint of structure, an SSB may
be either linear or circular. On the other hand,
from the viewpoint of information flow direction,
data/instruction flows along an SSB may be either
one-way or bidirectional. Therefore, there may
be four types of SSBs: linear one-way, linear
bidirectional, circular one-way, and circular
bidirectional SSBs. It is obvious that different
types of SSBs will provide system designers and
developers a variety of technical benefits and
functional advantages to make target systems
more flexible and powerful. On the other hand,
different types of SSBs will have different difficult
to implement.
As an example, Fig. 1 shows a circular SSB
architecture of SSB-based system. The group of
central control components includes a central
measurer (Me), a central recorder (R), a central
monitor (Mo), and a central controller/scheduler
(C/S), all of which are permanent components of
the system, and are independent of any application.
These central control components are connected
by a circular SSB such that all data and
instructions are sent to or received by components
only through the SSB and there is no direct
interaction which does not invoke the buses
between any two components. The functional

components are measured, recorded, monitored,
and controlled by the central control components.
All measurement data, instructions issued by the
central control components, and communicating
data between components flow along the SSB.

Functional Components

such that they can be easily maintained and
upgraded, without changing the basic system
architecture, by adding some new components for
satisfying new requirements, replacing an old or
problematic component with a newer or sounder
one, and removing some useless components.
The maintenance and reconfiguration of a
persistently reactive system built by SSBs even
can be done without stopping the running of the
whole system, if those components added,
replaced, or removed are functional components
but not permanent control components.

System Bus

Central Control
Components

Mo

C/S

Me

R

Data/Instruction
Buffer (Station)

3. Testing and Debugging Persistently Reactive
Systems
A persistently reactive system has to be
maintained, upgraded, and reconfigured during its
continuous and persistent running. This raises a
new challenging issue: how to test and debug a
persistently reactive system running continuously?
Because any testing and debugging of a
program and/or system must based on its basic
requirements, first of all we enumerate some
essential requirements for persistently reactive
systems (SSB-based systems) as follows:
R1: The running of any control component in an
SSB-based system must not be stopped.

Functional Components

Fig. 1 A circular SSB architecture
As this example shows, in an SSB-based
system, the group of central control components
can be regarded as the ‘heart’ and/or ‘brain’ of the
system, while the SSBs can be regarded as
‘nerves’ and/or ‘blood vessels’ of the system.
This is a completely new, control-oriented design
and development methodology quite different
from the traditional design and development
methodology that is function-oriented [2, 3].
Consequently, SSBs can provide system
designers and developers a variety of technical
benefits and functional advantages to make target
systems more reliable, secure, adaptive, and
flexible. Using SSBs, system designers and
developers can build persistently reactive systems

R2: Any control component in an SSB-based
system must not be dependent on any special
functional component in the system.
R3: Any functional component in an SSB-based
system must be able to be added to, upgraded,
replaced, or moved from the system without
stopping the running of the whole system.
R4: The stop of running of any functional
component in an SSB-based system must not lead
to the stop of running of the whole system.
R5: All data/instructions sent to a functional
component in an SSB-based system must be
preserved, if the functional component does not
work, until the functional component works well
and must be resented to it.
R6: The SSBs must not be dependent on any
special
computing environment
including
computers, operating systems, and programming

languages.
R7: All data/instructions flowing over SSBs must
have the unified form.
R8: The SSBs must be able to be implemented in
distributed way as well as centralized way.
R9: Any control component in an SSB-based
system must be invisible and inaccessible to the
outside world of the system.
R10: Any instruction to and any operation on any
functional component in an SSB-based system
must be authenticated.
R11: All data/instructions flowing over SSBs must
be able to be enciphered in different degree of
security according to different security policies of
application systems.
R12: The running of the whole system must be
stopped when its continuous running will lead to a
disaster.
Testing is an indispensable step in software
development and maintenance. A program error
is a difference between the actual behavior of a
program and the behavior required by the
specification of the program. The purpose and/or
goal of testing is to find errors in a target
program/system. Traditionally, testing is defined
as the process of executing the target
program/system to determine whether it matches
its specification and executes in its intended
environment [13, 18, 21].
Debugging is another indispensable step in
software development and maintenance.
A
program “bug” relative to a program error is a
cause of the error. A bug may cause more than
one error, and also, an error may be caused by
more than one bug. Traditionally, debugging is
defined as the process of locating, analyzing, and
ultimately correcting bugs in the target
program/system [1, 4, 13]. In general, debugging
is performed by reasoning about causal
relationships between bugs and the errors which
have been detected in program/system by testing.
It begins with some indication of the existence of
an error, repeats the process of developing,
verifying, and modifying hypotheses about the
bug(s) causing the error until the location of the
bug(s) is determined and the nature of the bug(s)

is understood, then corrects the bug(s), and ends in
a verification of the removal of the error [4].
Testing and debugging a concurrent
program/system is more difficult than testing and
debugging a sequential program/system because a
concurrent program/system has multiple control
flows, multiple data flows, and interprocess
synchronization,
communication,
and
nondeterministic selection.
An intrinsic
characteristic of concurrent programs is the socalled “unreproducibility of behavior,” i.e., for a
concurrent program, two different executions with
the same input may produce different behavior
and histories because of unpredictable rates of
processes and existence of nondeterministic
selection statements in the program [4, 15, 19].
Almost all the existing testing and debugging
technologies take programs of a system rather than
the running system itself as the objects and/or
targets [11, 14, 15, 16].
A fundamental
assumption underlying the existing testing and
debugging technologies is that any program can be
executed repeatedly with various input data only
for testing and debugging without regard to
stopping the task that program has to perform.
However, for persistently reactive systems this
fundamental assumption does not hold no longer.
Therefore, we have to find a new way to test and
debug a system running continuously and
persistently.
Some major new issues in testing and
debugging persistently reactive systems are as
follows:
First, since continuous and persistent running
without stopping services is the most essential
and/or general requirement for persistently
reactive systems, it is of course specified in the
specification of any persistently reactive system.
Therefore, a completely new class of errors in
persistently reactive systems should be
“running/serving stop” errors, i.e., those system
situations stopping the running of the whole
system.
From the viewpoint that the most
intrinsic characteristic or most important
requirement of persistently reactive systems is
continuous and persistent running without
stopping services, this new class of errors should
be most serious one to any persistently reactive

system.
We have to find some systematic
method to test the running/serving stop errors.
In order to test any behavior of a target
program/system according to a requirement, the
requirement must be testable, i.e., to be precisely
and unambiguously defined. Traditionally, a
requirement is defined to be testable if it is
possible to design a procedure in which the
functionality being tested can be executed, the
expected output is known, and the output can be
programmatically or visually verified [9].
Obviously, this traditional definition for the
testability of requirement has to be revised such
that the requirement of non-stop running/serving
is taken into account. On the other hand, the
IEEE Standard 610 only defined the following six
different types of requirements: design, functional,
implementation, interface, performance, and
physical requirements. If we consider the nonstop running/serving is a function that a
persistently reactive system must be able to
perform, then it can be classified into functional
requirements; otherwise a new type of
requirement has to be defined. Only after we
have an explicit, precise, and unambiguous
definition for the testability of requirements on
non-stop running/serving, we can start on test
planning, test case design, test data generation,
and test result evaluation for persistently reactive
systems.
Second, as we have mentioned, a fundamental
assumption underlying the existing testing
technologies is that any program can be executed
repeatedly with various input data only for testing
without regard to stopping the task that program
has to perform. Therefore, almost all traditional
and/or usual requirements, i.e., design, functional,
implementation, interface, performance, and
physical requirements, should be reconsidered.
If the testability of a requirement is underlain by
the fundamental assumption, then it has to be
revised or redefined.
Third, in testing a persistently reactive system,
any testing action must not disturb the task of any
sound component in order to satisfy the
requirement of non-stop running/serving. If the
testing concerns not only one component but also
other components, how to perform the testing well
but do not disturb those sound components may be

a difficult issue.
Fourth, debugging a persistently reactive
system must be more difficult than testing it
because debugging must make some modification
to remove bugs from the system and then correct it.
Similar to the case of testing, in debugging a
persistently reactive system, any debugging action
must not disturb the task of any sound component
in order to satisfy the requirement of non-stop
running/serving. This must be more difficult
than testing because debugging has to modify the
system.
Fifth, because any persistently reactive system
is a concurrent system, in general, its behavior is
not reproducible.
Moreover, because a
persistently reactive system being debugged is
running continuously, some interaction with its
outside environment may be taken place during
debugging. Therefore, it must be quite difficult
to establish a mapping from the programs of the
system to its actual behavior at various time points.
This means that the reasoning about causal
relationships between bugs and the errors may be
quite difficult.
The present author’s
consideration is that temporal relevant logic is an
indispensable tool for this task [5, 8].
Finally, for an SSB-based persistently reactive
system, if the control components or datainstruction stations need to be tested and/or
debugged, the task is more difficult than testing
and debugging its functional components, because
some run-time information may be not available in
these situations.
4. Concluding Remarks
We have shown a new challenge in software
engineering: how to test and debug a persistently
reactive system running continuously? We have
also shown some completely new technical issues
in development and maintenance of persistently
reactive systems. There are many interesting and
challenging research problems in this direction.
To solve these difficult problems is necessary to
actualizing the ultimate goal of ubiquitous
computing.
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