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o I tFal)TsaLHILAUE  IT Security Consultant (Independent)
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* Leader, loT Working Group , Cloud Security Alliance Japan Chapter Inc.
* NPO BHARYNT—ItFa)TAIHRUNSA) BE

* Secretary, NPO Japan Network Security Association (JNSA)

o #2PFE (Experience)
« B80FRVLADEARAAZRTAT SV
* ‘80s Embedded System Programmer (Old fashioned )
© IOFERDUNXS RTL-TI)r—3>T0T 57
* '90s UNIX System and Application Programmer
s 2000FKDEFX2)TATUDOZT
* ‘'O0s Security Engineer
« 2010FEKDExFa )T aVHILEZUL

*  ‘10s Security Consultant
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- |dentity Management of Internet of Things
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loT (WoT?) world in near future
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From: ‘Identity of Things’, Masaaki Futagi
ID and IT Mangement Conference 2015
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Bird’s View of ‘Things’ from/overthe Cloud
loT (FEGZETOFT I (TNAR) DRV T—ITIIGEL BHGDRTLELLIE
Y ITSAFATHD

‘loT’ is not simply a network of product or devices but a complexed system and/or
supply chain.

loTIEHIFIEAL - H R I TIFGL, FRRATEA-TILK

‘Internet’ of Things (loT) is no longer a ‘CLOSED’ world but unlimitedly expanding
“CONNECTED’ world.

BRRGEGICEITATEEN 1ZHREELIND., EXaVT EDILEESE

Whether we can or can not to eliminate errors in connected environment beyond our
expectation. It is one of concern of ‘SECURITY’ practitioners.
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= Security V.S Quality
« BROY—EXD t¥a)T4s € RE
Security of Product/Service is a part of ‘Quality’
- BB = NJ(ZORETEIAMOCT IR E- - GEICELZENHDHLD)
Vulnerabilitys are ‘bug’s affect to, and weaken or bypass Authentication, Access Control...

o ERETHFICEF ) TAHBEHEAAT SIELSHEET 5D T AL

Considering Security features into Design and test them properly

« HE-REFRFO/NTELSHEIBIEDHER

o RFICAPICH T HEREBGCHK (FFUHLFIE, /A5A—5- ) [ZRTHHEDF I IH
EE (FRI@BLEIS—, RYE. FLEF I ARDFAFEND)

Eliminating ‘bug’s also eliminates ‘Vulnerabilities’.
Especially, Checking tolerance for abnormal handling ( calling, irregular parameters ...)
of APIs is crucial. (Unexpected error, Malfunction.. summons ‘Darkside’ to the system. s’
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o TAREWLWSKYBEETOB@EM LGN

Perhaps, it is not a ‘TEST’ issue but ‘DESIGN’ issue .... ¢

s TINAR  YH—ER T—2DITRTIZEVWTHAIDEEELSYDFE
LA {FbHbA) IR S

* Usage of ‘device’, ‘service’, 'data’, all aspect of system may be
d ' / P Y Y

changing unexpectedly.

« YRODBEWMEDLDNAZHSTH—F VT L—H— 1R EITESHH
HLLNGEWN(ZELTEDTALL)

* A kind of ‘Circuit Breaker’ may be necessary to prevent ‘risky’ usage.

(and test of it)
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How deeply or completely should we test them?2

 YRDIZBLT - EF U TAREES TN E -

Depends on ‘Risks’, Security Practitioners say ..... but ....

e L\of=WMYRT1-oTHR[? 2 #HDIN)RY 17

What are ‘Risks’ , and to whom 22
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e LNDADYIY O Some aspects of ‘Impact’
* [THARDFE] THARBEEOFAEPIREICEZOEE

[Device] Impact that depends on device feature.

o [U—EXDHMHE] TNARZEEREY—EANEZLEE
[Service] Impact that depends on Service feature.

* [THARADH(FE)] SATLAREPHRICEZSEE

[Scale] Impact that depands on number of devices.

;

(Impact to society, environment ..)
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Example of impact visualization. \—4

22454 Characteristics of Impact

— EE#EES (Medical Device)
B 85 E#R) (Automitive: Driving)
BENE (1F3R) (Car Infotainment)
JFLE (Smart TV)
— XY —hkA—R—(Smart meter)
— Ty A 2S (Fitness device)
7_:/<’fxs43f'|'$(Devce)

T /N1 A% (Number) H—E R4 (Service)
F A2 M (Devee) o —E 2 M (Service) T IV A2 (Number) -/
EF#ESE (Medical Device) 5 5 1
B EhE(E#n) (Automitive: Driving) 5 5 5
BE#E(E3R) (Car Infotainment) 3 3 5
FLE (Smart TV) 1 3 5
A7 —FA—2—(Smart meter) 3 3 5 v
Tauk 2 2B (Fitness device) 3 3 4

* T BEGFHER R CTEHYFELA - Those scores afe just for example, not well considered. )
\ 4 - A\
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BERETL—LT—YDHEL
Standardization, Establishing Frameworks

BIETORIIL, X)) ToHRE GREE. DB, 7V X H{H- - - )REST APID /1
VR Y RN AHREAIL—LT D . 4TS DREMN
Development Framework which supports Communication Protocols, Security functions,

such as Authentication, ID management, Access Contol ..etc, REST APl handling .. Is
necessory.

HBHEEICOWVT, KTRREN 2 TL—LT—IDFATENE, @2 DREF
EDEFIEERHTESILT

If well tested frameworks for common functions available, it may mitigate work load
of testing.
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